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Applied Project Overview

Ç Research project conducted in the Pukhov Institute for Modeling in Energy 

Engineering (NAS of Ukraine)

Ç Goal: develop FPGA-based intrusion detection systems (IDS) for data 

networks

Ç create an FPGA configuration based on the signatures database

Ç apply this configuration to the all FPGA-based IDS systems in the 

enterprise network on regular basis
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Ç Complexity

Ç getting FPGA configuration from VHDL estimated as O(n2)

Ç signatures database can hold millions of records

Ç synthesis of FPGA configuration on every signatures update

Ç lot of resources are needed to support such network

Ç The idea

Ç create a central service for FPGA configuration synthesis

Ç reuse existing ARC-powered grid infrastructure in Ukraine as resources 

pool
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Security Tasks Reconfigurable Accelerators Grid-Service

Ç STRAGS components

Ç ARC CEs
Ç STRAGS Service
Ç FPGA Jobs
Ç ARC Jobs

Ç STRAGS Agent VM
Ç Pilot Agent
Ç Pre-installed 

software
Ç wŀƛƴōƻǿ όά!w/ ƛƴ 
ǘƘŜ /ƭƻǳŘέύ
Ç VM lifecycle
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wŀƛƴōƻǿ όά!w/ ƛƴ ǘƘŜ /ƭƻǳŘέύ CǊŀƳŜǿƻǊƪ

Grid Network

ARC CE

Gateway

Cloud/VM RTE

Rainbow WN EssentialsRainbow Gateway 
Helper

Grid Users

Distributed 
Storage

SE SE SE

CE CE

VM as a grid Job
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FPGA Synthesis as a Service

DEMO
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Under the hood of service

Ç Jobs and 

Management REST 

API

Ç UI is completely 
separated

Ç X509
Ç Agents REST API

Ç For pilot VMs
Ç PSK

Ç ARC clients

Ç Shell-in-a-box
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Ç Pre-installed software 

for FPGA modelling

Ç +own components 
for VHDL 
generation from 
templates

Ç Agent updater

Ç No need to rebuild 
VM image

Ç Updates itself
Ç Invoke any 

command on post-
install to modify 
VM image

Ç Jobs management

Under the hood of agent
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Interactive access capabilities
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Conclusions

ÇProposed implementation had proven the possibility to 

solve the FPGA synthesis tasks using the grid 

infrastructure resources powered by the Nordugrid ARC 

middleware.

ÇThe flexibility of ARC CE allows to run VM as a grid jobs 

with a minimal amount of extra components provided by 

Rainbow (ñARC in the Cloudò) framework. 

ÇARC-powered infrastructure can efficiently operate with 

CPU-intensive not-portable software complexes like 

FPGA synthesis software.



12 Andrii Salnikov NorduGrid 2017

Web-service for FPGA synthesis using ARC-

powered grid infrastructure

Followups

ÇProposed approach as well as most part of the developed 

services code can be easily adopted for similar tasks that 

involves a pool of submitted virtual machines with 

interactive access capabilities.

ÇThere are planned development and deployment of 

STRAGS-based system in the National Taras Shevchenko 

University of Kyiv aimed to use ARC-powered grid 

resources as a pool of VMs for Linux labs.
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Thank you for kind attention!

mailto: manf@grid.org.ua
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