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» Introduction
» Prototypes

» Use cases
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Developer: “PaaSis so Sys admin: “PaaS is just

easy, who needs sys giant blackbox toy that |

admins anyway”? can’t really use for real-
world app”
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Docker

Docker is an open-source project that automates
the deployment of applications inside software
containers, by providing an additional layer of
abstraction and automation of operating system-

level virtualization on Linux.

[www.docker.com]
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Application-Server

o Slow deployment
o Huge cost

o Wasted resources
o Difficult to Scale
o Difficult to Migrate Operating System
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VMs
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Benefits

oBetter resource pooling
oEasier to scale

oVM's on the cloud.

Limitations

oDedicated resources for Host Operating System

each VM (more VM = t (
more resources). ( :

oGuest VM = Wasted
resources.
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Containers and VMs
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Containers are
isolated, but share Contalqers provide close to
kernel and, where native performance
appropriate, 350
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Hypervisor SSEEs DS 3 ' Natwe  Docker  KVM
Docker Engine / Shifter Figure 1. Linpack performance on two sockets (16 cores).
Each data point is the arithmetic mean obtained from ten
Host OS Host OS runs. Error bars indicate the standard deviation obtained over

all runs.

Source: |IBM Research Report (RC25482)

Server Server

A “container” delivers an application with all the libraries, environment, and
dependencies needed to run.
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Docker Layers

ubuntu : 200 Mb
ubuntu + R : 250 Mb
ubuntu + matlab : 250 Mb

All three: 300 Mb
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Why containers?

» Without containers:

“I need software X, and here is the installation guide, please install it!”
» With containers:

“I need software X, here is the name of its Docker image, please pull it"
» Very little performance degradation compared to native

» Security: SeLinux, Capability whitelist, syscall whitelist, and user namespaces

17 Task 6.2.5 slides WWW.prace-ri.eu



0010100101011001010011010110100100010010 010110101101010010100101011001010011010
11010010101001011010001011010010101011001010100100

0100110101001C )011010110100100011010 001101010010100101011( 10110100100100110101001010010101100101001101
)101(

0110100100011010110100
10010110100101 101¢ (

)
100101001101011010010101101000100101101011010100101001010110010100110101161001010110100010010110101101
001001100101011010000110010101101001011010010101011001010 10010011 )101001001

100001010010 SO0 000010 10010110101101010010100101011001010011010110100101
0

1010010101100101001101001010100101101010100101101011010100101001010
0100100110010101101001011001010110100101101001070710T100TOTOTANTARTS

010100110100101010010

10100101
‘ 100100110NINRTRASES

What containers don’t solve

» Hardware architecture and kernel incompatibility.
» Operational maintenance mess (e.g. two different versions of MPI).
» Containers are not for huge software packages, e.g. Bio-Linux. To

package those in one unit, VMs are more suitable
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Why VMs?

» VM jobs are useful in cases of too old kernel on compute nodes.
» VMs are also effective in cases where a specific Linux kernel or
Windows OS or OSX is needed.
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Prototypes

» Singularity

» Shifter

» Socker

» HTCondor VM and Docker universes
» Galaxy

» aCT
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ingularity: Unprivileged containers for HPC

Physical Hardware Layer

General Container HPC Container
D eg Docker Singularity
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Singularity: Unprivileged containers for HPC

» MPI support: build-in support for MPI (OpenMPI, MPICH, IntelMPI)
» Data analysis example: Computing principal components for the

first 10,000 variants from the 1000 Genomes Project chromosomes

21 and 22:

wget https://../chr2l.head.vcf.gz

wget https://../chr22.head.vcf.gz

LANG=C CHUNKSIZE=10000000 mpirun -x LANG -Xx
CHUNKSIZE -np 2 singularity run -H $ (pwd)
variant pca.img
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Singularity: Unprivileged containers for HPC

Admin
» MPI testing (MSO4SC ): T
. Build image
Architecture | 0 s [
i ey vl 4 "
T L E—
e —> 2 ‘.
g Build image g
3 Create | ____J
; import :
E Pull
( | )
DockerHub| | user || singuiarityHub User
FinisTerrae Il ,':
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10000101001 RO O 000 01010010110101101010010100101011001010011010110100101
10100101011001010011010010101001011010101001011010110101001010010101100101001101001010100
1001001100101011010010110010101107007101 101001070 TOTTO0TOTOFANTAATTFRS-
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Singularity: Unprivileged containers for HPC

» MPI testing (MSO4SC ): Feel++ Lid driven cavity 2D simulation

benchmark ”
. 200
2,
()]
£ 150
c
K=
= 100
(&}
[«3]
]
i I I I I
0
1 4 16
m Native-native 203,688 125,6 86,25
m Native-Docker 203,716 125,548 86,238
® Docker-docker 204,574 125,516 86,272
m Singularity-singularity 203,916 125,884 86,3

Number of MPI processes
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1 )0101011001010 0110 01010000 0110101001010 0110010100110101101001010
10100101011001010011010010101001011010101001011010110101001010010101100101001101001
01001001100101011010010110010101101001011010010T0T0TTO0TOTOPANIRASAS

10000101001

10100101
‘ )100100110NINATARSA=

Portability

> Singularity & OpenMPI: Exact matching version

%‘::::v'l‘;[ Host OpenMPI

1.10.2 2.0.0 2.01 2.0.3 211

1.10.2 z & g & m

2.0.0 x z x m m

2.01 m m z m m

2.0.3 & & g z m

211 x m x m z

MSOA4SC Singularity use case wwwmsodsceu |
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10010110100101
)01010011010110100101011010001001011010110101001010010101100101001101011610010101101000100101101011
100110010101101000011001010110100101101001010101100101010010 I

R R 000 01 0100101101011010100101001010110010100110101101001010
10100101011001010011010010101001011010101001011010110101001010010101100101001101001010100
J10010011001010110100101100701011070070710T00T0TOTOTTOUTOFOFOASEASTE=-"

] | |
Portability HOST
ﬂ /bin/ /boot/ /dev/ Jetc/
>Siﬂglj|a|"ity & OpenMPI “ /intel/ /1ib/ /1ib64/ | /media/ /ant/
——
N -
Bind-mount host MPI ﬂ simps S — pvar/ Ipathig/OpenhP|
— — [
J
~
~ J
a CONTAINER — I
(—)
/bin/ [ ! ! | /host/ \
filtered/
/sbin/ \ 4 v
/tmp/ usr/1ib64/ 1ib64/ OpenMPI/ usr/1ib64/ 1ib64/
/usr/
& A ... L ; : )
_ e — —

MSO4SC Singularity use case www.msodsc.eu |
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101010010100101011001010011010

0010011001ARTARTA=

Portability

> Singularity & OpenMPI: Bind-mount host MPI

%‘;’;‘:l‘v'l‘;; Host OpenMPI
1.10.2 2.0.0 2.01 2.0.3 211
1102 | vl val vl !
2.0.0 z z z Z z
2.0.1 z z z z z
2.0.3 z z z Z z
211 z z z Z z

! Symbol size warning

MSO4SC Singularity use case www.msodsc.eu |
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110100101

Prototypes

>

» Shifter

» Socker

» HTCondor VM and Docker universes
» Galaxy

» aCT
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00100110NINATARS=

FROM debian
RUN apt-get ...
RUN make ...
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Shifter: Enabling docker containers for HPC

31

Ta

pull

Login Node

MOM Node

PROLOG: launch
nodes» ud RootSetup

CRAY_ROOTFS=

EPILOG: launch <rodes»
udRcotDestroy

DeckarHub or Private
Registry

Compute Node |

Compute Node |

Compute Node

Compute Node

Mar/udiLoop

scratch
|_—» home
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010011010100101 10 UllU]Ul]DWUD1DDOl1D1D 0010011010100101001010110 0101101 001001001101010010100101011001010011010110100100011010 10100100100
1001011010010101 010110101001 J1001011¢ mﬁmm 01100101010 1010101001011
)1100101001 D1D 1010010101101000100101101011010100101001010110010100110101WU1UDIU1D11UIUDO 00101 0101 0100
10100 100110010101IU1UDUD110010101101UU1UI1U100 0010 0100 001100

1000010100101 010110100101010000 100 C G RN ] § RONONOU00TOT0010110101101010010100101011001010011010110100101010000101
0100101011001010011D1UUIU1UIDU1B11010101001 0 10( 101 01001101001010100101101
1101 )101001001100101011010010110010101101001011010010 g1070M1NN1 Y =
01C 01010110 100101
10T TOU T DR

Shifter: Enabling docker containers for HPC

Pull the image from docker hub

$ module load shifter
S shifter pull docker:<image-name>

In the Slurm script: Run the container

#!/bin/bash

#SBATCH --image=docker:<image-name>
#SBATCH --nodes=1

#SBATCH --partition=regular

module load shifter
srun -n 32 shifter <command>
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Prototypes

>

>

» Socker

» HTCondor VM and Docker universes
» Galaxy

» aCT
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)10110010101007007FNATAS

nnininns

Socker: Secure Docker containers on HPC and

MTC

» HPC

socker

o

-rwsr-sr-x 1 root root

Sys Admin

-—_—_—_\
—_—_—__/

Docker
binary

(
I
|

— = — .-1 I RN

Docker
Engine

Docker repositories

docker
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100001010010110 10100101 01010110010100110101101001010100001010

101010100
P101 HH'
1H1Wﬂ101
’ﬂnmm‘r

HTCondor

Condor01

» Many-Task

Broker Overlay

Computing

Submission script

universe = docker
docker_image = biodckr/bowtie
executable = /usr/bin/bowtie
Image_size = 28 Meg

queue 60

socker_submit
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J100 100 T TDATAEREERA=—"

Socker: Secure Docker containers on HPC
and MTC

» Publication: A. Azab, Enabling Docker Containers for High-

Performance and Many-Task Computing, in 2017 IEEE

International Conference on Cloud Engineering (IC2E). IEEE
Computer Society, p 279 — 285
» Future
» MPI support: MPICH
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Prototypes

>

>

» HTCondor VM and Docker universes
» Galaxy

» aCT
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HTCondor

Master Computer
External Resources
Only Submits - HTCondor
Jobs to Master | - Cloud Computing
Computer = - -HPC

HTCondor Pool

Only Accept Submit and
and Run Jobs Run Jobs /A\/\
from Master |

Computer

Worker Computer

Cloud Resources

HPC Resources

Worker Computer  Worker Computer
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> )1001001T10NTARERAS="

HTCondor VM universe

» VM universe:
universe = vm

executable = vmware sample job
log = simple.vm.log.txt
vm_type = vmware

vm_memory = 64

vmware dir = C:\condor-test
vm_checkpoint = true

queue
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HTCondor Docker universe

» Docker universe:
universe = docker

docker image = debian
executable = /bin/cat
arguments = /etc/hosts
output = out.$ (Process)
error = err.S(Process)
request memory = 100M
queue 10
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Prototypes

vV v V¥V

» Galaxy
» aCT
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Galaxy: HPC portal for container tools

42

Gaiaxy
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Analyze Data Workflow Shared Data Visualization Help User

Tools

Option_] v

search tools

Get Data

Send Data

ENCODE Tools

Lift-Over

Text Manipulation
Convert Formats

FASTA manipulation
Filter and Sort

Join, Subtract and Group
Extract Features

Fetch Sequences

Fetch Alignments

Get Genomic Scores
Operate on Genomic Intervals
Statistics

Graph/Display Data
Regional Variation
Multiple regression
Multivariate Analysis

Evolution
Motif Tools
Multiple Alignments
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Human Genome Variation
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Name:

Join two Queries on data 3 and data 1

Info:

Database/Build:
lCIick to Search or Select v

Number of comment lines:

0

History Options E]
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14: Draw phylogenyon ® { %
data 12

13: Draw phylogenyon ® § %

data 11

12: Find lowest @ R
diagnostic rank on data 10

11: Find lowest @ R
diagnostic rank on data 9

10: Fetch taxonomic @ R
This will inspect the dataset and attempt to correct the above column values if representation on data 8
they are not accurate.
9: Fetch taxonomic @ R
representation on data 7
Change data type representation on data 7
New Type: 8: 5234 within 5% of @ R
max
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alaxy: HPC portal for container tools

/

Docker Container

Portal

Compute Compute Compute
Node Node Node

Compute

Node

\_______/

\

docker
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Galaxy: HPC portal for container tools

» Done:

» In production at UiO: https://lifeportal.uio.no

» Production support for singularity containers
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Prototypes

vV v v v v v v

aCT
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N 1 N7 RS-

added to the queue - resulting in the following dataset:
Test history

32M8 Qe

aligned reads

 queued jobs and view th resuting data by efreshing th History pane. Vihen the job hasbeen run
‘running’ to finished if

i 75: Bowtie2ond @ 4 x

i 74: Bowtie2 ond @/ x
ata 1: aligned reads

173:Bowtie2 ond @|s x

2= .| Galaxy web Portal

ato 1 alianed reads

“171:iBowtie2ond @ & x
ata 1: aligned reads

70:Bowtie2 ond @ x.

£169; Bowtie2ond @4 x
ata 1: aligned reads
i 68: Bowtie2 ond @ & x
ata 1: aligned reads
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Use cases
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Use cases

» Service 5 has published a web-form for collecting
research use cases for containers and VMs in HPC.

» The web-form: https://skjema.uio.no/prace-containers
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Use cases: Submission report

Name of the software *

A single item or a comma separated list of software that should be packaged in a single VM or single container

caffe

ROS,gazebo

FEnIiCS

mrigc, freesurfer, heudiconv, everything from docker hub.
upc,upc++,gasnet

intel PCM, performance counter monitor
GAMBIT

FEnIiCS

ARMplusplus, anvi'o

GAMBIT

Ubuntu

matlab
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Purpose of the software *
Answer Number of Percentage
Data analytics 7 43.8% s
Virtualization 3 18.8%
Deep learning 4 25% mwmam
Machine learning 1 6.2%
Other 6 37.5% wmem
Other purpos(es) *

® Computational Fluid Dynamics

® Pure computer science, applied math, physics, geophysics, cardiac modeling, etc.

® energy and performance measurement

® Numerical Simulation

® Running arbitrary software inside.

® calculation of wind field

What type of packaging *

Answer Number of Percentage
Virtual Machine 5 31.2% s
Container 11 68.8% m——
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The container already exists? *
e.g. on Docker hub or Singularity hub

Answer Number of Percentage
Yes 8 66.7% ——
No 4 33.3% mm

The virtual machine already exists? *

On a public server

Answer Number of Percentage
Yes 1 50% m—
No 1 50% m—
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Does the software support parallelization? *

Answer Number of Percentage
Yes 13 81.2% ——
No 3 18.8%

What kind of parallelization? *

Answer Number of Percentage
Shared memory (e.g. OpenMP) 9 56.2% w——
Destributed memory (e.g. MPI) 9 56.2% m——

Approximately how many researchers will use this software? *

Answer Number of Percentage

Less than 5 2 12.5% =
Between 5 and 20 10 62.5% m————
More than 20 4 25% wem
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Use cases: Submission report

» The majority of use cases are for containers.
» Most use cases are for software that supports parallelisation.

» Most of the requested containers are publicly available
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Prototypes

>

>

» LSF/Docker

» HTCondor VM and Docker universes
» Galaxy

» aCT
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LSF/Docker: IBM Spectrum LSF jobs in
Docker containers

Begin Application

NAME = ctn

CONTAINER docker [image(userx/ubuntu)]
DESCRIPTION docker job

End Application

Run LSF job in container with application profile

Begin Application

. NAME = ctn
bsub -app ctn job > CONTAINER = shifter[image(userx/ubuntu)]
— Isb.applications| DESCRIPTION = shifter job

End Application

Begin Application

r \ NAME = ctn
‘ s ’1) CONTAINER singularity[image(/image/ubuntu)]

DESCRIPTION singularity job
End Application
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LSF/Docker: IBM Spectrum LSF jobs in
Docker containers

Compute

» IDRIS Installation: Compute

Compute

repository

Compute

» Power8 machine Node

Registry

» More user restrictions

Submission script to Spectrum LSF Spectrum LSF configuration file

> Bettel’ SeCU I’Ity #BSUB -app powerai Application profile definition

#BSUB -e Head Head /# PowerAl \
myjob.%J.log Node Node Begin Application
#BSUB -J MyJob CONTAINER =
Spectrum LSF docker[image(registryhost:
## Run the scripts to queuing port/powerai) options( ...
execute the user system )]
application NAME = powerai
End Application

58 Task 6.2.5 slides \/ Www.prace-ri.eu



01001010010101100101001 010110 0010001001010100101101011010100101001 U]DWWUUWUWJUIWJ}J 0
10101 11010010 100101101000101101001010101WUD\f 0100100
0100110101001C JU‘IU1U1101GD1DDOW1D1D 1001101010010100101011 10110100100100110101001010010101100101001101011010010001101011010010
10010110100101( 0101010010110101010¢
110010100110101101001010110100010010110101101010010100101011001010011010116100101011010001001011010110
10010 0110010101IU1GUUU110010101101001011010010101011UUlU]O]UUlDOIJU )101001001
100001010010 J010101100104001.1 10110]00 UI0TI00001010010110101101010010100101011001010011010110100
0100101011001010011U1UUIU1UIUU1DIlﬂlﬂTD1UDIU1IUIU11UIU1UU1U1UU 01001107001010100101
HWHDWDU]WDU1U1U11010010110010101l01001D]WU]UU]D]D]U]]UUID]D1ﬂn1ﬂn1‘”

10100101

)100100110NIAATARSS=

LSF/Docker: IBM Spectrum LSF jobs in
Docker containers

» Ongoing security tests:
» Secure Docker installation on the Linux hosts
» Docker daemon and registry configuration and image
management
» How LSF specifications are forwarded to the Docker

environment.
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LSF/Docker: IBM Spectrum LSF jobs in
Docker containers

» Done:
» Docker support is deployed in the LSF cluster at IDRIS. Tests are ongoing

» Future:
» Collaborate with IBM to improve the configuration to match the security
restrictions and the user needs.

» Complete the test and evaluation of the platform, and produce the report
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